

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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  Copyright (c) 2022, Cisco Systems, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.



          

      

      

    

  

    
      
          
            
  
Cisco PSIRT openVuln API


Overview

The Cisco PSIRT openVuln API is a RESTful API that allows customers to obtain Cisco security vulnerability information in different machine-consumable formats. It supports industrywide security standards such as:


	OASIS Common Security Advisory Framework (CSAF)


	Common Vulnerability and Exposure (CVE) identifiers


	Common Weakness Enumerator (CWE)


	Common Vulnerability Scoring System (CVSS)




NOTE: CSAF [https://csaf.io] is a specification for structured machine-readable vulnerability-related advisories and further refine those standards over time. CSAF is the new name and replacement for the Common Vulnerability Reporting Framework (CVRF). Cisco will support CVRF until December 31, 2023. More information at: https://csaf.io

The Cisco PSIRT openVuln API allows technical staff and programmers to build tools that help them do their job more effectively. In this case, it enables them to easily keep up with security vulnerability information specific to their network. That frees up more time for them to manage their network and deploy new capabilities in their infrastructure. The API also allows Cisco customers and partners to leverage machine readable data to keep-up with Cisco security advisories. It further simplifies the evaluation process and reduces the time between when a vulnerability is announced and the fix is actually implemented.



API Documentation

For more information about the openVuln API and how to access it visit:
https://developer.cisco.com/psirt



Community-Supported Python-based Client : openVulnQuery

The open-source community-supported Python-based API client (openVulnQuery) [https://github.com/CiscoPSIRT/openVulnQuery] can be obtained from: https://github.com/CiscoPSIRT/openVulnQuery



Docker Container

The client can be easily run in a container. For your convenience, a Dockerfile is available [https://github.com/CiscoPSIRT/openVulnAPI/blob/master/openVulnQuery/Dockerfile] to run the client is a slim container running Alpine and Python 3.x.

You can also pull the container from Docker Hub [https://hub.docker.com/r/santosomar/openvulnquery/] with:

docker pull santosomar/openvulnquery









          

      

      

    

  

    
      
          
            
  
Security Policy

To learn about Cisco security vulnerability disclosure policies and publications, access the Cisco Security Vulnerability Policy [https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html]. This document also contains instructions for obtaining fixed software and receiving security vulnerability information from Cisco.

All Cisco Security Advisories are published at: https://www.cisco.com/go/psirt


Reporting a Vulnerability

Individuals or organizations that are experiencing a product security issue are strongly encouraged to contact the Cisco PSIRT. Cisco welcomes reports from independent researchers, industry organizations, vendors, customers, and other sources concerned with product or network security. The minimal data needed for reporting a security issue is a description of the potential vulnerability.

Please contact the Cisco PSIRT using one of the following methods.


Emergency Support


	Phone	+1 877 228 7302 (toll-free within North America)


	+1 408 525 6532 (International direct-dial)


	Hours	24 hours a day, 7 days a week







Nonemergency Support


	Email	psirt@cisco.com


	Hours	Support requests that are received via email are typically acknowledged within 48 hours. Ongoing status on reported issues will be determined as needed.




Cisco encourages the encryption of sensitive information that is sent to Cisco in email messages. The Cisco PSIRT supports encrypted messages via PGP/GNU Privacy Guard (GPG). The Cisco PSIRT public key is available at the following link:  https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#cpsir





          

      

      

    

  

    
      
          
            
  
Error Codes



Resource URIs: cvrf/advisory/{advisoryId} or /oval/advisory/{advisoryId}

Scenario: If advisoryId is not found

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>ADVISORYID_NOT_FOUND</errorCode>
  <errorMessage>Advisory-id not found</errorMessage>
</advisory>







Resource URI: all

Scenario: If the extension entered is not a valid extension

Note: This will be common for all resource URIs.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>INVALID_EXTENSION</errorCode>
  <errorMessage>Not supported extension type. Supported extension types are .json and .xml</errorMessage>
</advisory>







Resource URIs: all

Scenario:	Page index is not a valid index

Note: This will be common for all resource URIs.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>INVALID_PAGEINDEX</errorCode>
  <errorMessage>Incorrect page index value</errorMessage>
</advisory>







Resource URIs: all

Scenario:	Page size is not a valid

Note: This will be common for all resource URIs.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>MIN_PAGESIZE , MAX_PAGESIZE</errorCode>
  <errorMessage>Incorrect page size. Minimum page size value = 1 and Maximum page size = 100</errorMessage>
</advisory>







Resource URIs: /cvrf/severity/{severity} or /oval/severity/{severity}

Scenario:	If the severity (security impact rating) is not found.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>NO_DATA_FOUND</errorCode>
  <errorMessage>No data found</errorMessage>
</advisory>







Resource URIs: /cvrf/cve/{cveId} or /oval/cve/{cveId}

Scenario: If cve id is not found in database

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>NO_DATA_FOUND</errorCode>
  <errorMessage>CVE_ID not found</errorMessage>
</advisory>







Resource URIs: /cvrf/year/{year} or /oval/year/{year}

Scenario:	Year must be between 1995 and current year

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>INVALID_YEAR</errorCode>
  <errorMessage>Year should be in range 1995 to current year</errorMessage>
</advisory>





If no advisory found for given year.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>NO_DATA_FOUND</errorCode>
  <errorMessage>No data found</errorMessage>
</advisory>







Resource URIs: /cvrf/latest/{advCount} or /oval/latest/{advCount}

Scenario:	If latest count is invalid, it should be between 1 and 100

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>MIN_ADV_COUNT,MAX_ADV_COUNT</errorCode>
  <errorMessage>Minimum latest advisories count is 1,Maximum latest advisories count is 100</errorMessage>
</advisory>





Scenario: If latest count is invalid, it should be between 1 and 100

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<advisory>
  <errorCode>MIN_ADV_COUNT,MAX_ADV_COUNT</errorCode>
  <errorMessage>Minimum latest advisories count is 1,Maximum latest advisories count is 100</errorMessage>
</advisory>








          

      

      

    

  

    
      
          
            
  

name: API Bug report
about: Create a report to help us improve the actual openVuln API (not the client)



Describe the bug
A clear and concise description of what the bug is.

To Reproduce
Steps to reproduce the behavior:


	Go to ‘…’


	Click on ‘….’


	Scroll down to ‘….’


	See error




Expected behavior
A clear and concise description of what you expected to happen.

Screenshots
If applicable, add screenshots to help explain your problem.

Desktop (please complete the following information):


	OS: [e.g. iOS]


	Browser [e.g. chrome, safari]


	Version [e.g. 22]




Smartphone (please complete the following information):


	Device: [e.g. iPhone6]


	OS: [e.g. iOS8.1]


	Browser [e.g. stock browser, safari]


	Version [e.g. 22]




Additional context
Add any other context about the problem here.



          

      

      

    

  

    
      
          
            
  

name: API Feature Request
about: Suggest an enhancement request for the openVuln API



Is your feature request related to a problem? Please describe.
A clear and concise description of what the problem is. Ex. I’m always frustrated when […]

Describe the solution you’d like
A clear and concise description of what you want to happen.

Describe alternatives you’ve considered
A clear and concise description of any alternative solutions or features you’ve considered.

Additional context
Add any other context or screenshots about the feature request here.



          

      

      

    

  

    
      
          
            
  

name: Client (openVulnQuery) Feature request
about: Suggest an enhancement request for the openVulnQuery Python client



Is your feature request related to a problem? Please describe.
A clear and concise description of what the problem is. Ex. I’m always frustrated when […]

Describe the solution you’d like
A clear and concise description of what you want to happen.

Describe alternatives you’ve considered
A clear and concise description of any alternative solutions or features you’ve considered.

Additional context
Add any other context or screenshots about the feature request here.



          

      

      

    

  

    
      
          
            
  

name: Client Code Bug Report
about: Create a report to help us improve the openVulnQuery Python client



Describe the bug
A clear and concise description of what the bug is.

To Reproduce
Steps to reproduce the behavior:


	Go to ‘…’


	Click on ‘….’


	Scroll down to ‘….’


	See error




Expected behavior
A clear and concise description of what you expected to happen.

Screenshots
If applicable, add screenshots to help explain your problem.

Desktop (please complete the following information):


	OS: [e.g. iOS]


	Browser [e.g. chrome, safari]


	Version [e.g. 22]




Smartphone (please complete the following information):


	Device: [e.g. iPhone6]


	OS: [e.g. iOS8.1]


	Browser [e.g. stock browser, safari]


	Version [e.g. 22]




Additional context
Add any other context about the problem here.



          

      

      

    

  

    
      
          
            
  
Example Using curl

The following are step-by-step instructions on how to access the Cisco PSIRT openVuln API.


Step 1

Access the Cisco API console at: https://apiconsole.cisco.com



Step 2

Login with your CCO credentials (login is only available to registered Cisco customers and partners).



Step 3

Register your application and obtain your client credentials.



Step 4

Once you register your application and obtain your client ID and client secret, the next step is to obtain an authorization token. Authorization tokens in the Cisco PSIRT openVuln API are valid for one (1) hour. The following example demonstrates how to get the token using the curl utility.

curl -s -k -H "Content-Type: application/x-www-form-urlencoded" -X POST -d "client_id=<client_id>" -d "client_secret=<client_secret>" -d "grant_type=client_credentials" https://cloudsso.cisco.com/as/token.oauth2





For example:

omar@omar:~$ curl -s -k -H "Content-Type: application/x-www-form-urlencoded" -X POST -d "client_id=XXXXXXXXXXXXXXXX>" -d "client_secret=XXXXXXXXXXXXXXXX" -d "grant_type=client_credentials" https://cloudsso.cisco.com/as/token.oauth2

{"access_token":"ytuopLCGZxBFN5O0hnL1M2QX2QVp","token_type":"Bearer","expires_in":3599}







Step 5:

Make API calls to https://api.cisco.com/security/… The following example uses the curl command to retrieve CVRF files for all Cisco Security Advisories.

curl -X GET -s -k -H "Accept: application/json" -H "Authorization: Bearer ytuopLCGZxBFN5O0hnL1M2QX2QVp" https://api.cisco.com/security/advisories/all





The following example demonstrates how to obtain the latest 10 advisories:

curl -X GET -s -k -H "Accept: application/json" -H "Authorization: Bearer ytuopLCGZxBFN5O0hnL1M2QX2QVp" https://api.cisco.com/security/advisories/latest/10





For more information about the available RESTful resource URIs and the Cisco PSIRT openVuln API visit: https://developer.cisco.com/psirt





          

      

      

    

  

    
      
          
            
  
Go API client for Cisco PSIRT openVuln API

The Cisco Product Security Incident Response Team (PSIRT) openVuln API is a RESTful API that allows customers to obtain Cisco Security Vulnerability information in different machine-consumable formats. APIs are important for customers because they allow their technical staff and programmers to build tools that help them do their job more effectively (in this case, to keep up with security vulnerability information).

For more information about the Cisco PSIRT openVuln API visit https://developer.cisco.com/psirt  For detail steps on how to use the API go to: https://developer.cisco.com/psirt This is a beta release of a swagger YAML for the Cisco PSIRT openVuln API  To access the API sign in with your Cisco CCO account at http://apiconsole.cisco.com and register an application to receive a client_id and a client_secret.

To obtain client ID and client secret:


	Visit https://apiconsole.cisco.com/


	Sign In


	Select My Applications Tab


	Register a New Application by:





	Entering Application Name


	Under OAuth2.0 Credentials check Client Credentials


	Under Select APIs choose Cisco PSIRT openVuln API


	Agree to the terms and service and click Register





	Take note of the “rate contract” presented like e.g.:




 Rate Limits
 10    Calls per second
 5,000    Calls per day






	Note the value of “Client ID” (a string like e.g. ‘abc12abcd13abcdefabcde1a’)


	Note the value of “Client Secret” (a string like e.g. ‘1a2abcDEfaBcDefAbcDeFA3b’)





Documentation for API Endpoints

For more information about the openVuln API and how to access it visit: https://developer.cisco.com/psirt



Documentation For Authorization



psirt_openvuln_api_auth


	Type: OAuth


	Flow: implicit


	Authorization URL: https://cloudsso.cisco.com/as/token.oauth2


	Scopes:


	read:advisories: read advisories




Example

	auth := context.WithValue(context.Background(), sw.ContextAccessToken, "ACCESSTOKENSTRING")
    r, err := client.Service.Operation(auth, args)





Or via OAuth2 module to automatically refresh tokens and perform user authentication.

	import 	"golang.org/x/oauth2"

    / .. Perform OAuth2 round trip request and obtain a token .. //

    tokenSource := oauth2cfg.TokenSource(createContext(httpClient), &token)
	auth := context.WithValue(oauth2.NoContext, sw.ContextOAuth2, tokenSource)
    r, err := client.Service.Operation(auth, args)









          

      

      

    

  

    
      
          
            
  
\DefaultApi

All URIs are relative to https://api.cisco.com

Method | HTTP request | Description
————- | ————- | ————-
SecurityAdvisoriesAdvisoryAdvisoryIdGet | Get /security/advisories/advisory/{advisory_id} |
SecurityAdvisoriesAllGet | Get /security/advisories/all |
SecurityAdvisoriesCveCveIdGet | Get /security/advisories/cve/{cve_id} |
SecurityAdvisoriesIosGet | Get /security/advisories/ios |
SecurityAdvisoriesIosxeGet | Get /security/advisories/iosxe |
SecurityAdvisoriesLatestNumberGet | Get /security/advisories/latest/{number} |
SecurityAdvisoriesProductGet | Get /security/advisories/product |
SecurityAdvisoriesSeveritySeverityFirstpublishedGet | Get /security/advisories/severity/{severity}/firstpublished |
SecurityAdvisoriesSeveritySeverityGet | Get /security/advisories/severity/{severity} |
SecurityAdvisoriesSeveritySeverityLastpublishedGet | Get /security/advisories/severity/{severity}/lastpublished |
SecurityAdvisoriesYearYearGet | Get /security/advisories/year/{year} |



SecurityAdvisoriesAdvisoryAdvisoryIdGet


SecurityAdvisoriesAdvisoryAdvisoryIdGet(ctx, advisoryId)




Used to obtain an advisory given its advisory ID advisory_id (i.e., cisco-sa-20180221-ucdm)


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
advisoryId | string| advisory ID |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesAllGet


SecurityAdvisoriesAllGet(ctx, )




Used to obtain information about all published security advisories. By default the output is in JSON. To obtain the output in XML use the .xml extension. For example, /advisories/all.xml


Required Parameters

This endpoint does not need any parameter.



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesCveCveIdGet


SecurityAdvisoriesCveCveIdGet(ctx, cveId)




Used to obtain an advisory using a given Common Vulnerability Enumerator (CVE). The cve_id format is CVE-YYYY-NNNN. For more information about CVE visit http://cve.mitre.org/


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
cveId | string| CVE Identifier (i.e., CVE-YYYY-NNNN) |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesIosGet


SecurityAdvisoriesIosGet(ctx, version)




Used to obtain all advisories that affects the given ios version


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
version | string| IOS version to obtain security advisories |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesIosxeGet


SecurityAdvisoriesIosxeGet(ctx, version)




Used to obtain all advisories that affects the given ios version


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
version | string| IOS version to obtain security advisories |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesLatestNumberGet


SecurityAdvisoriesLatestNumberGet(ctx, number)




Used to obtain all the latest security advisories given an absolute number. For instance, the latest 10 or latest 5.


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
number | int32| An absolute number to obtain the latest security advisories. |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesProductGet


SecurityAdvisoriesProductGet(ctx, product)




Used to obtain all the advisories that affects the given product name.


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
product | string| An product name to obtain security advisories that matches given product name. |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesSeveritySeverityFirstpublishedGet


SecurityAdvisoriesSeveritySeverityFirstpublishedGet(ctx, severity, startDate, endDate)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low) and additionally filter based of firstpublished start date and enddate.


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
severity | string| Used to obtain all advisories that have a security impact rating of critical |
startDate | string|  |
endDate | string|  |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesSeveritySeverityGet


SecurityAdvisoriesSeveritySeverityGet(ctx, severity)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low).


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
severity | string| Critical, High, Medium, Low |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesSeveritySeverityLastpublishedGet


SecurityAdvisoriesSeveritySeverityLastpublishedGet(ctx, severity, startDate, endDate)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low).


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
severity | string| Used to obtain all advisories that have a security impact rating of critical |
startDate | string|  |
endDate | string|  |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]




SecurityAdvisoriesYearYearGet


SecurityAdvisoriesYearYearGet(ctx, year)




Used to obtain all security advisories that have were orginally published in a specific year YYYY.


Required Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
ctx | context.Context | context for logging, tracing, authentication, etc.
year | string| The four digit year. |



Return type

(empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[Back to top] [Back to API list] [Back to Model list] [Back to README]





          

      

      

    

  

    
      
          
            
  
cisco_psirt_open_vuln_api

CiscoPsirtOpenVulnApi - JavaScript client for cisco_psirt_open_vuln_api
The Cisco Product Security Incident Response Team (PSIRT) openVuln API is a RESTful API that allows customers to obtain Cisco Security Vulnerability information in different machine-consumable formats. APIs are important for customers because they allow their technical staff and programmers to build tools that help them do their job more effectively (in this case, to keep up with security vulnerability information). For more information about the Cisco PSIRT openVuln API visit https://developer.cisco.com/psirt

For detail steps on how to use the API go to: https://developer.cisco.com/psirt  This is a beta release of a swagger YAML for the Cisco PSIRT openVuln API  To access the API sign in with your Cisco CCO account at http://apiconsole.cisco.com and register an application to receive a client_id and a client_secret .


Installation


For Node.js [https://nodejs.org/]


npm

To publish the library as a npm [https://www.npmjs.com/],
please follow the procedure in “Publishing npm packages” [https://docs.npmjs.com/getting-started/publishing-npm-packages].

Then install it via:

npm install cisco_psirt_open_vuln_api --save






Local development

To use the library locally without publishing to a remote npm registry, first install the dependencies by changing
into the directory containing package.json (and this README). Let’s call this JAVASCRIPT_CLIENT_DIR. Then run:

npm install





Next, link [https://docs.npmjs.com/cli/link] it globally in npm with the following, also from JAVASCRIPT_CLIENT_DIR:

npm link





Finally, switch to the directory you want to use your cisco_psirt_open_vuln_api from, and run:

npm link /path/to/<JAVASCRIPT_CLIENT_DIR>





You should now be able to require('cisco_psirt_open_vuln_api') in javascript files from the directory you ran the last
command above from.




git








If the library is hosted at a git repository, e.g.
https://github.com/YOUR_USERNAME/cisco_psirt_open_vuln_api
then install it via:

    npm install YOUR_USERNAME/cisco_psirt_open_vuln_api --save






For browser

The library also works in the browser environment via npm and browserify [http://browserify.org/]. After following
the above steps with Node.js and installing browserify with npm install -g browserify,
perform the following (assuming main.js is your entry file, that’s to say your javascript file where you actually
use this library):

browserify main.js > bundle.js





Then include bundle.js in the HTML pages.



Webpack Configuration

Using Webpack you may encounter the following error: “Module not found: Error:
Cannot resolve module”, most certainly you should disable AMD loader. Add/merge
the following section to your webpack config:

module: {
  rules: [
    {
      parser: {
        amd: false
      }
    }
  ]
}







Getting Started

Please follow the installation instruction and execute the following JS code:

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');

var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = "YOUR ACCESS TOKEN"

var api = new CiscoPsirtOpenVulnApi.DefaultApi()

var advisoryId = "advisoryId_example"; // {String} advisory ID


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
api.securityAdvisoriesAdvisoryAdvisoryIdGet(advisoryId, callback);







Documentation for API Endpoints

All URIs are relative to https://api.cisco.com

Class | Method | HTTP request | Description
———— | ————- | ————- | ————-
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesAdvisoryAdvisoryIdGet | GET /security/advisories/advisory/{advisory_id} |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesAllGet | GET /security/advisories/all |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesCveCveIdGet | GET /security/advisories/cve/{cve_id} |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesIosGet | GET /security/advisories/ios |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesIosxeGet | GET /security/advisories/iosxe |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesLatestNumberGet | GET /security/advisories/latest/{number} |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesProductGet | GET /security/advisories/product |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesSeveritySeverityFirstpublishedGet | GET /security/advisories/severity/{severity}/firstpublished |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesSeveritySeverityGet | GET /security/advisories/severity/{severity} |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesSeveritySeverityLastpublishedGet | GET /security/advisories/severity/{severity}/lastpublished |
CiscoPsirtOpenVulnApi.DefaultApi | securityAdvisoriesYearYearGet | GET /security/advisories/year/{year} |



Documentation for Models



Documentation for Authorization


psirt_openvuln_api_auth


	Type: OAuth


	Flow: implicit


	Authorization URL: https://cloudsso.cisco.com/as/token.oauth2


	Scopes:


	read:advisories: read advisories













          

      

      

    

  

    
      
          
            
  
CiscoPsirtOpenVulnApi.DefaultApi

All URIs are relative to https://api.cisco.com

Method | HTTP request | Description
————- | ————- | ————-
securityAdvisoriesAdvisoryAdvisoryIdGet | GET /security/advisories/advisory/{advisory_id} |
securityAdvisoriesAllGet | GET /security/advisories/all |
securityAdvisoriesCveCveIdGet | GET /security/advisories/cve/{cve_id} |
securityAdvisoriesIosGet | GET /security/advisories/ios |
securityAdvisoriesIosxeGet | GET /security/advisories/iosxe |
securityAdvisoriesLatestNumberGet | GET /security/advisories/latest/{number} |
securityAdvisoriesProductGet | GET /security/advisories/product |
securityAdvisoriesSeveritySeverityFirstpublishedGet | GET /security/advisories/severity/{severity}/firstpublished |
securityAdvisoriesSeveritySeverityGet | GET /security/advisories/severity/{severity} |
securityAdvisoriesSeveritySeverityLastpublishedGet | GET /security/advisories/severity/{severity}/lastpublished |
securityAdvisoriesYearYearGet | GET /security/advisories/year/{year} |

[bookmark: securityAdvisoriesAdvisoryAdvisoryIdGet]



securityAdvisoriesAdvisoryAdvisoryIdGet


securityAdvisoriesAdvisoryAdvisoryIdGet(advisoryId)




Used to obtain an advisory given its advisory ID `advisory_id` (i.e., cisco-sa-20180221-ucdm)


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var advisoryId = "advisoryId_example"; // String | advisory ID


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesAdvisoryAdvisoryIdGet(advisoryId, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
advisoryId | String| advisory ID |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[bookmark: securityAdvisoriesAllGet]




securityAdvisoriesAllGet


securityAdvisoriesAllGet()




Used to obtain information about all published security advisories. By default the output is in JSON. To obtain the output in XML use the .xml extension. For example, /advisories/all.xml


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesAllGet(callback);







Parameters

This endpoint does not need any parameter.



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json




[bookmark: securityAdvisoriesCveCveIdGet]




securityAdvisoriesCveCveIdGet


securityAdvisoriesCveCveIdGet(cveId)




Used to obtain an advisory using a given Common Vulnerability Enumerator (CVE). The `cve_id` format is CVE-YYYY-NNNN. For more information about CVE visit http://cve.mitre.org/


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var cveId = "cveId_example"; // String | CVE Identifier (i.e., CVE-YYYY-NNNN)


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesCveCveIdGet(cveId, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
cveId | String| CVE Identifier (i.e., CVE-YYYY-NNNN) |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesIosGet


securityAdvisoriesIosGet(version)




Used to obtain all advisories that affects the given ios version


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var version = "version_example"; // String | IOS version to obtain security advisories


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesIosGet(version, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
version | String| IOS version to obtain security advisories |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesIosxeGet


securityAdvisoriesIosxeGet(version)




Used to obtain all advisories that affects the given ios version


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var version = "version_example"; // String | IOS version to obtain security advisories


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesIosxeGet(version, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
version | String| IOS version to obtain security advisories |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesLatestNumberGet


securityAdvisoriesLatestNumberGet(_number)




Used to obtain all the latest security advisories given an absolute number. For instance, the latest 10 or latest 5.


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var _number = 56; // Number | An absolute number to obtain the latest security advisories.


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesLatestNumberGet(_number, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
_number | Number| An absolute number to obtain the latest security advisories. |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesProductGet


securityAdvisoriesProductGet(product)




Used to obtain all the advisories that affects the given product name.


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var product = "product_example"; // String | An product name to obtain security advisories that matches given product name.


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesProductGet(product, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
product | String| An product name to obtain security advisories that matches given product name. |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesSeveritySeverityFirstpublishedGet


securityAdvisoriesSeveritySeverityFirstpublishedGet(severity, startDate, endDate)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low) and additionally filter based of firstpublished start date and enddate.


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var severity = "severity_example"; // String | Used to obtain all advisories that have a security impact rating of critical

var startDate = new Date("2013-10-20"); // Date | 

var endDate = new Date("2013-10-20"); // Date | 


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesSeveritySeverityFirstpublishedGet(severity, startDate, endDate, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
severity | String| Used to obtain all advisories that have a security impact rating of critical |
startDate | Date|  |
endDate | Date|  |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesSeveritySeverityGet


securityAdvisoriesSeveritySeverityGet(severity)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low).


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var severity = "severity_example"; // String | Critical, High, Medium, Low


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesSeveritySeverityGet(severity, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
severity | String| Critical, High, Medium, Low |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesSeveritySeverityLastpublishedGet


securityAdvisoriesSeveritySeverityLastpublishedGet(severity, startDate, endDate)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low).


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var severity = "severity_example"; // String | Used to obtain all advisories that have a security impact rating of critical

var startDate = new Date("2013-10-20"); // Date | 

var endDate = new Date("2013-10-20"); // Date | 


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesSeveritySeverityLastpublishedGet(severity, startDate, endDate, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
severity | String| Used to obtain all advisories that have a security impact rating of critical |
startDate | Date|  |
endDate | Date|  |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json
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securityAdvisoriesYearYearGet


securityAdvisoriesYearYearGet(year)




Used to obtain all security advisories that have were orginally published in a specific year `YYYY`.


Example

var CiscoPsirtOpenVulnApi = require('cisco_psirt_open_vuln_api');
var defaultClient = CiscoPsirtOpenVulnApi.ApiClient.instance;

// Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
var psirt_openvuln_api_auth = defaultClient.authentications['psirt_openvuln_api_auth'];
psirt_openvuln_api_auth.accessToken = 'YOUR ACCESS TOKEN';

var apiInstance = new CiscoPsirtOpenVulnApi.DefaultApi();

var year = "year_example"; // String | The four digit year.


var callback = function(error, data, response) {
  if (error) {
    console.error(error);
  } else {
    console.log('API called successfully.');
  }
};
apiInstance.securityAdvisoriesYearYearGet(year, callback);







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
year | String| The four digit year. |



Return type

null (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json








          

      

      

    

  

    
      
          
            
  
PHP-based sample clients.


vulnapicm.php

vulnapicm.php is a brief example about how to get an access token via Oauth2 and perform a request to one of the APIs from serverside PHP code. A couple of clientside Javascript lines are also used to beautify the json response, but those are not essential to the example.

vulnapicm.php relies on the thephpleague/oauth2-client [https://github.com/thephpleague/oauth2-client] library for performing the OAuth2 operations.
In order to deploy thephpleague/oauth2-client in your repository you will have to satisfy all of its dependencies, eg: GuzzleHttp, random-lib, security-lib, etc.. the easiest way to achieve this is to use the composer [https://getcomposer.org] dependency manager.

For composer installation instructions please see:


	Introduction and installation [https://getcomposer.org/doc/00-intro]




and for operation:


	Basic usage [https://getcomposer.org/doc/01-basic-usage]




in practice once you donwload this folder, thanks to the composer.json file, you will be able to invoke:

php composer.phar install





and that should download and install recursively all the dependencies.

After that please edit vulnapicm.php to setup your


	client ID


	client secret


	your redirect URL
as displayed on the Cisco API Console, and you should be good to go.








          

      

      

    

  

    
      
          
            
  
swagger_client

SwaggerClient - the Ruby gem for the Cisco PSIRT openVuln API

The Cisco Product Security Incident Response Team (PSIRT) openVuln API is a RESTful API that allows customers to obtain Cisco Security Vulnerability information in different machine-consumable formats. APIs are important for customers because they allow their technical staff and programmers to build tools that help them do their job more effectively (in this case, to keep up with security vulnerability information). For more information about the Cisco PSIRT openVuln API visit https://developer.cisco.com/psirt  For detail steps on how to use the API go to: https://developer.cisco.com/psirt  This is a beta release of a swagger YAML for the Cisco PSIRT openVuln API  To access the API sign in with your Cisco CCO account at http://apiconsole.cisco.com and register an application to recieve a client_id and a client_secret  You can then get your token using curl or any other method you prefer.  ‘curl -s -k -H “Content-Type: application/x-www-form-urlencoded” -X POST -d “client_id=<your_client_id>” -d “client_secret=<your_client_secret>” -d “grant_type=client_credentials” https://cloudsso.cisco.com/as/token.oauth2’  You will receive an access token as demonstrated in the following example:  ‘{”access_token”:”I7omWtBDAieSiUX3shOxNJfuy4J6”,”token_type”:”Bearer”,”expires_in”:3599}’  In Swagger, click on Change Authentication  enter the text “I7omWtBDAieSiUX3shOxNJfuy4J6” (which is the token you received)  then click on “Try this operation”

This SDK is automatically generated by the Swagger Codegen [https://github.com/swagger-api/swagger-codegen] project:


	API version: 0.0.4


	Package version: 1.0.0


	Build package: io.swagger.codegen.languages.RubyClientCodegen





Installation


Build a gem

To build the Ruby code into a gem:

gem build swagger_client.gemspec





Then either install the gem locally:

gem install ./swagger_client-1.0.0.gem





(for development, run gem install --dev ./swagger_client-1.0.0.gem to install the development dependencies)

or publish the gem to a gem hosting service, e.g. RubyGems [https://rubygems.org/].

Finally add this to the Gemfile:

gem 'swagger_client', '~> 1.0.0'







Install from Git

If the Ruby gem is hosted at a git repository: https://github.com/YOUR_GIT_USERNAME/YOUR_GIT_REPO, then add the following in the Gemfile:

gem 'swagger_client', :git => 'https://github.com/YOUR_GIT_USERNAME/YOUR_GIT_REPO.git'







Include the Ruby code directly

Include the Ruby code directly using -I as follows:

ruby -Ilib script.rb








Getting Started

Please follow the installation procedure and then run the following code:

# Load the gem
require 'swagger_client'

# Setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

advisory_id = "advisory_id_example" # String | advisory ID


begin
  api_instance.security_advisories_advisory_advisory_id_get(advisory_id)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_advisory_advisory_id_get: #{e}"
end







Documentation for API Endpoints

All URIs are relative to https://api.cisco.com

Class | Method | HTTP request | Description
———— | ————- | ————- | ————-
SwaggerClient::DefaultApi | security_advisories_advisory_advisory_id_get | GET /security/advisories/advisory/{advisory_id} |
SwaggerClient::DefaultApi | security_advisories_all_get | GET /security/advisories/all |
SwaggerClient::DefaultApi | security_advisories_cve_cve_id_get | GET /security/advisories/cve/{cve_id} |
SwaggerClient::DefaultApi | security_advisories_ios_get | GET /security/advisories/ios |
SwaggerClient::DefaultApi | security_advisories_iosxe_get | GET /security/advisories/iosxe |
SwaggerClient::DefaultApi | security_advisories_latest_number_get | GET /security/advisories/latest/{number} |
SwaggerClient::DefaultApi | security_advisories_product_get | GET /security/advisories/product |
SwaggerClient::DefaultApi | security_advisories_severity_severity_firstpublished_get | GET /security/advisories/severity/{severity}/firstpublished |
SwaggerClient::DefaultApi | security_advisories_severity_severity_get | GET /security/advisories/severity/{severity} |
SwaggerClient::DefaultApi | security_advisories_severity_severity_lastpublished_get | GET /security/advisories/severity/{severity}/lastpublished |
SwaggerClient::DefaultApi | security_advisories_year_year_get | GET /security/advisories/year/{year} |



Documentation for Models



Documentation for Authorization


psirt_openvuln_api_auth


	Type: OAuth


	Flow: implicit


	Authorization URL: https://cloudsso.cisco.com/as/token.oauth2


	Scopes:


	read:advisories: read advisories













          

      

      

    

  

    
      
          
            
  
SwaggerClient::DefaultApi

All URIs are relative to https://api.cisco.com

Method | HTTP request | Description
————- | ————- | ————-
security_advisories_advisory_advisory_id_get | GET /security/advisories/advisory/{advisory_id} |
security_advisories_all_get | GET /security/advisories/all |
security_advisories_cve_cve_id_get | GET /security/advisories/cve/{cve_id} |
security_advisories_ios_get | GET /security/advisories/ios |
security_advisories_iosxe_get | GET /security/advisories/iosxe |
security_advisories_latest_number_get | GET /security/advisories/latest/{number} |
security_advisories_product_get | GET /security/advisories/product |
security_advisories_severity_severity_firstpublished_get | GET /security/advisories/severity/{severity}/firstpublished |
security_advisories_severity_severity_get | GET /security/advisories/severity/{severity} |
security_advisories_severity_severity_lastpublished_get | GET /security/advisories/severity/{severity}/lastpublished |
security_advisories_year_year_get | GET /security/advisories/year/{year} |



security_advisories_advisory_advisory_id_get


security_advisories_advisory_advisory_id_get(advisory_id)




Used to obtain an advisory given its advisory ID advisory_id (i.e., cisco-sa-20180221-ucdm)


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

advisory_id = "advisory_id_example" # String | advisory ID


begin
  api_instance.security_advisories_advisory_advisory_id_get(advisory_id)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_advisory_advisory_id_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
advisory_id | String| advisory ID |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_all_get


security_advisories_all_get




Used to obtain information about all published security advisories. By default the output is in JSON. To obtain the output in XML use the .xml extension. For example, /advisories/all.xml


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

begin
  api_instance.security_advisories_all_get
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_all_get: #{e}"
end







Parameters

This endpoint does not need any parameter.



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_cve_cve_id_get


security_advisories_cve_cve_id_get(cve_id)




Used to obtain an advisory using a given Common Vulnerability Enumerator (CVE). The cve_id format is CVE-YYYY-NNNN. For more information about CVE visit http://cve.mitre.org/


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

cve_id = "cve_id_example" # String | CVE Identifier (i.e., CVE-YYYY-NNNN)


begin
  api_instance.security_advisories_cve_cve_id_get(cve_id)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_cve_cve_id_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
cve_id | String| CVE Identifier (i.e., CVE-YYYY-NNNN) |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_ios_get


security_advisories_ios_get(version)




Used to obtain all advisories that affects the given ios version


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

version = "version_example" # String | IOS version to obtain security advisories


begin
  api_instance.security_advisories_ios_get(version)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_ios_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
version | String| IOS version to obtain security advisories |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_iosxe_get


security_advisories_iosxe_get(version)




Used to obtain all advisories that affects the given ios version


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

version = "version_example" # String | IOS version to obtain security advisories


begin
  api_instance.security_advisories_iosxe_get(version)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_iosxe_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
version | String| IOS version to obtain security advisories |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_latest_number_get


security_advisories_latest_number_get(number)




Used to obtain all the latest security advisories given an absolute number. For instance, the latest 10 or latest 5.


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

number = 56 # Integer | An absolute number to obtain the latest security advisories.


begin
  api_instance.security_advisories_latest_number_get(number)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_latest_number_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
number | Integer| An absolute number to obtain the latest security advisories. |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_product_get


security_advisories_product_get(product)




Used to obtain all the advisories that affects the given product name.


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

product = "product_example" # String | An product name to obtain security advisories that matches given product name.


begin
  api_instance.security_advisories_product_get(product)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_product_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
product | String| An product name to obtain security advisories that matches given product name. |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_severity_severity_firstpublished_get


security_advisories_severity_severity_firstpublished_get(severity, start_date, end_date)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low) and additionally filter based of firstpublished start date and enddate.


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

severity = "severity_example" # String | Used to obtain all advisories that have a security impact rating of critical

start_date = Date.parse("2013-10-20") # Date |

end_date = Date.parse("2013-10-20") # Date |


begin
  api_instance.security_advisories_severity_severity_firstpublished_get(severity, start_date, end_date)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_severity_severity_firstpublished_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
severity | String| Used to obtain all advisories that have a security impact rating of critical |
start_date | Date|  |
end_date | Date|  |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_severity_severity_get


security_advisories_severity_severity_get(severity)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low).


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

severity = "severity_example" # String | Critical, High, Medium, Low


begin
  api_instance.security_advisories_severity_severity_get(severity)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_severity_severity_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
severity | String| Critical, High, Medium, Low |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_severity_severity_lastpublished_get


security_advisories_severity_severity_lastpublished_get(severity, start_date, end_date)




Used to obtain all security advisories for a given security impact rating (critical, high, medium, or low).


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

severity = "severity_example" # String | Used to obtain all advisories that have a security impact rating of critical

start_date = Date.parse("2013-10-20") # Date |

end_date = Date.parse("2013-10-20") # Date |


begin
  api_instance.security_advisories_severity_severity_lastpublished_get(severity, start_date, end_date)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_severity_severity_lastpublished_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
severity | String| Used to obtain all advisories that have a security impact rating of critical |
start_date | Date|  |
end_date | Date|  |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json







security_advisories_year_year_get


security_advisories_year_year_get(year)




Used to obtain all security advisories that have were orginally published in a specific year YYYY.


Example

# load the gem
require 'swagger_client'
# setup authorization
SwaggerClient.configure do |config|
  # Configure OAuth2 access token for authorization: psirt_openvuln_api_auth
  config.access_token = 'YOUR ACCESS TOKEN'
end

api_instance = SwaggerClient::DefaultApi.new

year = "year_example" # String | The four digit year.


begin
  api_instance.security_advisories_year_year_get(year)
rescue SwaggerClient::ApiError => e
  puts "Exception when calling DefaultApi->security_advisories_year_year_get: #{e}"
end







Parameters

Name | Type | Description  | Notes
————- | ————- | ————- | ————-
year | String| The four digit year. |



Return type

nil (empty response body)



Authorization

psirt_openvuln_api_auth



HTTP request headers


	Content-Type: Not defined


	Accept: application/json








          

      

      

    

  

    
      
          
            
  
openVulnQuery

The openVulnQuery client is now hosted in its own repository: https://github.com/CiscoPSIRT/openVulnQuery


What is openVulnQuery?

A python-based module(s) to query the Cisco PSIRT openVuln API [https://developer.cisco.com/psirt].



What is the openVulnAPI?

The Cisco Product Security Incident Response Team (PSIRT) openVuln API is a RESTful API that allows customers to obtain Cisco Security Vulnerability information in different machine-consumable formats. APIs are important for customers because they allow their technical staff and programmers to build tools that help them do their job more effectively (in this case, to keep up with security vulnerability information). More information about the API can be found at: https://developer.cisco.com/psirt
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